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	Job Title: Business Continuity and Security Manager
Reporting to: Director of Health and Safety
Base: Broomfield Hall and across all sites as required 


	Hours: 37 hours per year, 52 weeks a year
Contract Type:  Management
Holidays: 35 days per year plus 6 College closure days where applicable and 8 statutory days.
Salary: £40,000 per annum


	Job Purpose

To lead the strategic and operational development of business continuity and security across DCG, enabling uninterrupted delivery of critical services during unexpected disruptions.

To strengthen DCG’s ability to anticipate, prepare for, respond to, and recover from disruptive events, ensuring compliance with all regulatory requirements. Additionally, they will lead the testing and execution of critical incident and continuity plans to ensure organisational stability.

The postholder will develop and implement strategies to protect students, staff, and organisational assets through comprehensive continuity planning, risk management, emergency preparedness, and adherence to policy. In calibration with the Estates team and our security contractor, they will manage all aspects of physical security across DCG sites, maintaining robust protocols. 


	Key Responsibilities

Strategic Planning
· Identify, develop, and implement a comprehensive business continuity and security strategy aligned with DCG priorities, critical business functions, and statutory obligations
· Lead on horizon scanning and threat assessment to inform strategic planning

Risk Management
· Conduct and review physical security risk assessments across all sites, identifying potential threats, assessing impact, and remediating vulnerabilities of the College’s operations, systems, and infrastructure.
· Implement proportionate measures to mitigate identified risks and ensure safe learning environments
· Investigate security breaches and take appropriate action

Policy and Compliance
· Develop and enforce business continuity and security policies and procedures in line with legislation including Martyn’s Law (Protect Duty), Prevent Duty, Civil Contingencies Act, and DfE guidance
· Ensure compliance with safeguarding and emergency planning frameworks

Contract Management
· Working collaboratively with Estates, manage the College’s security contract, ensuring performance targets are met, KPIs are monitored, and value for money is achieved
· Liaise with contractors to ensure high standards of service delivery and responsiveness

Stakeholder Collaboration 
· Work collaboratively with Estates, Safeguarding, IT, and curriculum teams to embed a culture of security, resilience, and preparedness
· Act as a key liaison with external agencies including police, counter-terrorism advisors, and emergency services

Emergency Management
· Lead the response and recovery efforts during incidents, taking appropriate action to minimise impact on operations and reputation.
· Lead the development, maintenance, and testing of the College’s Emergency Response Plan.
· Co-ordinate emergency drills and simulations (e.g., lockdowns, evacuations) to assess the effectiveness of plans and identify areas for improvement, and ensure staff are trained in response protocols
· Establish and maintain effective communication to ensure timely and accurate dissemination of information during emergencies

Business Continuity
· Develop, oversee, and maintain the College’s Business Continuity Plan, ensuring critical services are identified and protected, in line with industry best practices and regulatory requirements
· Review and audit the plan to ensure continuous improvement
· Support departments in developing, testing, and maintaining local continuity arrangements and recovery plans for critical business functions and systems.
· Ensure accurate reporting and documenting of incidents

Budget Management
· Manage the business continuity and security budgets, ensuring efficient and appropriate allocation of resources and cost-effective solutions
· Prepare business cases when required

Training and Awareness 

· Identify, develop, and deliver training and briefings to staff and students on business continuity, security awareness, emergency procedures, and Prevent Duty responsibilities to enhance preparedness and response capability.


· Proactively promote and comply with all relevant College practice, guidelines, policies and procedures, and legislation, including but not limited to: Safeguarding, Equality and Diversity, Health and Safety, and Data Protection.
· Undertake any other duties and responsibilities as may be reasonably required by senior personnel in response to changing demands in personal, sectional or the College’s workload.

Employees with management responsibilities 

· Be responsible for implementing and monitoring College and individual department policies/procedures to ensure the health, safety and welfare of all persons within your area of control. 
· Ensure that all persons within your area of control are provided with appropriate information, instruction, training and supervision so as not to compromise their health, safety or well-being.


	Person Specification

	Competencies

Essential

· Strong leadership, management, co-ordination, and decision-making
· Excellent and effective communication and stakeholder engagement 
· Analytical and strategic mindset with strong problem-solving
· Development of innovative solutions
· Ability to Plan and conduct reviews
· IT Literacy, including use of business continuity, incident management and risk assessment tools and technologies


	Knowledge & Experience

Essential

· Business continuity, security management, emergency planning, or related field
· Proven experience in a similar role in education, public sector, or emergency services, with a proven track record of success
· Regulatory requirements and compliance frameworks - Martyn’s Law, Prevent Duty, Civil Contingencies Act, and DfE guidance
· Industry standards and regulations
· Conducting risk assessments and impact assessments
· Managing contracts and leading emergency or continuity planning
· Leading management of emergency exercises and simulations
· Technology systems and infrastructure

Desirable

· Membership of a relevant professional body (e.g., Emergency Planning Society, ASIS).
· Counter-terrorism awareness training (e.g., ACT Awareness)
· Working in multi-site organisations


	
Qualifications

· Degree in Security/Risk Management, Emergency Planning, or related field, or equivalent experience
· Relevant certification in Business Continuity, Security, or related area
· Level 2 or above in Maths and English (must be able to evidence this)
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